An improved « plug & play » interferometric system for quantum key distribution is presented. Self-alignment and compensation of birefringence remain, while limitations due to reflections are overcome. Original electronics implementing the BB84 protocol makes adjustment simple. Key creation with 0.1 photon per pulse at a rate of 325 Hz with a 2.9% QBER -corresponding to a net rate of 210Hz -over a 23 Km installed cable was performed.
Quantum key distribution allows two remote parties, Alice and Bob, to generate a secret key, with privacy guaranteed by quantum mechanics. It has been demonstrated in optical fibers by several groups [1, 2, 3] . However continuous active adjustment, either of polarization or path length in the setups was necessary. Our group introduced in 1997 an interferometer with Faraday mirrors featuring self-alignment. A key creation rate of the order of 1Hz with the B92 two states protocol was achieved [5] . In this letter, we present a modification of this set-up, allowing a higher key creation rate, with implementation of the BB84 four states protocol. Moreover, this system uses InGaAs/InP avalanche photodiodes cooled to only 173K as photon counters, and electronics allowing automatic timing. We then discuss results of experiments in the laboratory over a 4.9km optical fiber spool and in the field, over 23km of installed fibers.
The 97 system was operated at a frequency of 1 kHz. At this low repetition rate, there is never more than one pulse in the optical fiber. When increasing the frequency, the quantum bit error rate QBER rises because of false counts arising from reflected photons and from afterpulses. To get round this difficulty, we developed the system depicted in Fig. 1 . Bob sends a light pulse through a circulator. This pulse splits at the coupler C1. The first half travels through the short arm. A polarization controller is set so that this pulse is completely transmitted at the polarizing beam splitter PBS. It then propagates to Alice, where it splits again at coupler C2 to provide a timing signal. It then travels through Alice's equipment and is reflected back to Bob. Thanks to the Faraday mirror, the birefringence of the optical link is compensated, and the pulse comes back orthogonally polarized. It is then reflected by the PBS and takes the long arm, where Bob applies a phase shift φ B with its modulator PM B . The second pulse propagates through both arms in reverse order. Alice applies to it a phase shift φ A . Since both pulses travel exactly the same optical path, they reach the coupler C1 simultaneously with identical polarization, giving rise to interference. Thanks to this improved interferometer, reflections directly into the detectors are suppressed. According to the phase applied by Alice and Bob, the pulse chooses either deterministically or probabilistically a detector. The attenuator A is set so that the average number of photon per pulse pair µ is 0.1. In contrary to the 97 set-up, polarization alignment is required in Bob's system. The polarization evolution is set in each arm to maximize intensity at the output port. In addition, due to high polarization dependent losses of Bob's phase modulator, a second polarization controller is necessary in the long arm. Polarization maintaining fibers could, of course, be used. We measured an extinction ratio of 28.6 ± 0.8 dB. The separation of the polarizing beam splitter, being of approximately 30 dB, constitutes the limiting factor for the fringe visibility. Extinction doesn't depend on the optical link between Alice and Bob. Such an extinction ratio corresponds to an optical error rate QBER opt of 0.14% (see [4] for a discussion of various contributions to QBER).
A second difficulty related to high repetition rates is Rayleigh backscattering. Due to the intrinsic bi-directional nature of the "plug & play" set-ups, pulses travelling to and back from Alice intersect in the line. Backscattered photons can then accompany a pulse propagating back to Bob and increase the error rate. To prevent this problem, a storage line SL is introduced in Alice's system. Bob sends a train of pulses, which travels to Alice and fills the storage line. He waits until a train has come back before sending the next one. Under these conditions, intersection takes place behind the attenuator, which reduces the backscattered intensity. The storage line is 13.2km long and can then accommodate 330 pulses emitted at 2.5 MHz. A side effect of the use of this storage line is a reduction of the effective transmission rateby approximately three for a storage line half the length of the transmission fiber. The false counts arising from backscattered photons are three orders of magnitude less frequent than those from dark counts, and can be neglected.
At high repetition frequencies, detectors constitute a third problem. Afterpulsing effects can indeed become more significant due to the short separation of pulses. To get round this problem, two InGaAs/InP avalanche photodiodes (APD, Fujitsu FPP5W1KS) were used. They show lower dark counts rate than Ge APD's and can thus be operated at higher temperature, which decreases the lifetime of trapped charges. The APD's were cooled to 173 K, by heating a cryostat immersed in liquid nitrogen. In addition, some simple tests were also carried out up to a temperature of 213 K. These temperatures lie within the reach of Peltier cooling. The detectors were operated in gated mode with a 2ns-activation [6] . Under such operating condition, a 10% detection efficiency yields a dark count probability of 10 -5 per gate. It accounts for an error rate QBER det of the order of 1% (µ=0.1 and 10 dB of line losses), which is the main contribution to QBER.
Finally the driving electronics was designed to allow repetition at 2.5 MHz, as well as train generation and detection. Bob's electronic circuit E B contains an oscillator beating at 10 MHz. The various triggering signals are then generated by counting clock strokes. Fine adjustment between two such strokes is performed through delay lines with an accuracy of 100 ps. The 260 ps wide optical pulses are generated with a Fujitsu DFB semiconductor laser at 1310 nm. Approximately 100 ns before gating the detectors, the UTP annealed proton exchange LiNbO3 phase modulator is triggered according to the value of a random bit generated in real time by a specially developed noise source (NS). For each detector count, the index of the train and of the pulse, the outcomes of each detector and the value of the random bit are stored in a buffer. This board is controlled by a PC, where the data are processed. The system can be operated in a photon counting OTDR like mode, to measure the round trip time of flight of a pulse. It greatly simplifies synchronization of Bob's system after connection of a line. This procedure is carried out automatically by the computer, and allows timing of the system in a few minutes. Alice's system is simpler. A PIN photodiode D A with fast amplifier is used to detect the pulses and generate a timing signal. This detector also monitors intensity to reveal possible eavesdropping attempts. The signal is delayed to let the pulse propagate through the storage line before triggering the electronic board E A . This circuit then takes two bits -encoding one of the four states -from a file loaded in the PC and passes them to the phase modulator controller. A 100ns wide voltage step is then applied to the Ti indiffused LiNbO3 device. Alice's timing accuracy (10 ns) is far less stringent than Bob's (100 ps). Moreover, her delays don't depend on the length of the line and can hence be set once for all.
This set-up was tested in the laboratory on a 4.9km optical fiber spool featuring losses of 4.6 dB, as well as on a 22.8km optical fiber running under Lake Geneva (10.5 dB losses). The results are presented in Fig. 2 . The graph shows the raw key creation rate versus the quantum bit error rate (QBER). After error correction [7] and privacy amplification [8] , one obtains a net key creation rate, which best characterizes a system. It is also shown on the graph. These results were obtained with µ = 0.1. The implicit parameter is the detection efficiency controlled by the gate voltage, which ranges from 2.5% to 20%. Key distribution was performed at a net rate of 900 and 210 Hz for 4.9 and 23km respectively. Key creation at a net rate of 190 and 2HZ was achieved respectively by BT in 1995 [1] and by Los Alamos National Laboratory in 1997 [3] . Moreover, it was verified that, when multiplying the average number of photons by two, the raw rate doubles, whereas the QBER is divided by the same factor. The importance of the storage line was also verified. Trains exceeding its length by 20 pulses were sufficient to double the QBER. Finally, the operating temperature of the detectors was increased. At 193K and 203K, no significant change in the performance of the system was observed. At 213K however, it clearly deteriorates. As the behavior of the detectors at such high temperatures is still not well understood, it is difficult to explain these results.
In conclusion, an improved implementation of the BB84 quantum key distribution protocol was tested with a net key creation rate of 210 Hz over a distance of 23km. The timing procedure is fully automated. The detectors operate at a temperature within the reach of thermoelectric cooling, but remain the main experimental difficulty, as they constitute the main source of 
